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For the purposes of this working paper, the notion of “cybercrime” is based on the United Nations’ 

definition: Any illegal behaviour conducted electronically, which targets the security of computer 

systems and the data processed by them.  

 

Background 

Since 2015, security experts have forecasted government and commercial online services as the next 

frontier for illegal activity in Africa. The large gap in available data regarding cybercrime in Africa 

hinders effective counter measures, which is largely due to the absence of measuring tools and control 

of cyber crime. Government websites are under increasing threat, as instead of creating their own 

systems from scratch, governments tend to use existing popular templates, which are easily breached. 

African governments using such systems often contain sensitive information, thereby enabling 

identity theft through stolen personal details. In the commercial respect, most African-based 

businesses – predominantly small and medium-sized – are unable to withstand cyber-attacks, with 

many going undetected for up to a year. A typical mid-sized business in Africa will have at least one 

or two internet exposed systems with little or no security to detect or prevent an attack. Such systems 

will utilise default passwords, thus creating vulnerabilities that are undetected by internal technology 

or ICT support. The promising e-commerce industry in Africa is also expected to expand to ~$75bn 

by 2025, and along with it numerous growing cyber threats. 

 

The evolution of cyber crime has lead to more sophisticated attacks in Africa, from password theft to 

credit card fraud and attacks on entire computer networks, with hundreds of millions of African cyber 

attacks on an annual basis. Serainu ranked the government and banking sectors as being most 

vulnerable to cybercrime in Africa (2016). 96% of African organisations including banks, spend on 

average less than $5,000 on cyber security annually. Due to the invisibility of the threat, many African 

countries have no specific cyber legislation, leaving shrewd cybercriminals to increasingly target 

developing countries. This, combined with existing cyber laws that are not strictly enforced and a 

general lack of awareness of cyber security measures, has created a permissive environment for cyber 

crime in Africa. Most African countries struggle to crack down on cyber crime, mainly due to 

budgetary concerns and poorly trained staff, making the war against cybercrime in the financial sector 

particularly challenging. The most important Pan-African legal document is the Convention of the 

African Union on Cybersecurity and the Protection of Personal Data, adopted June 2014. Despite 

this, the 2017 Global Cyber Security Index of International Telecommunications Union named the 

African continent as demonstrating the lowest level of commitment to cyber security. 

 

http://www.serianu.com/
https://au.int/sites/default/files/treaties/29560-treaty-0048_-_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf
https://au.int/sites/default/files/treaties/29560-treaty-0048_-_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf
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A breakdown of key statistics for most affected African countries can be seen below: 

Africa is home to a population of about 1.21 billion people, with the youngest population in the world 

(median age of 19.5 years). The increased use of technology and smart phone ownership heightens 

cyber risks and vulnerabilities. Before the millennium, Africa only hosted 4.5 million internet users; 

since then, close to 400 million users are online. Internet connectivity and mobile phones provide 

unprecedented opportunities for the dissemination and sharing of suspicious data. The African market 

is already saturated with cyber hackers, who are constantly developing new techniques to access 

valuable data for ransom, steal from financial institutions, and blackmail governments and companies. 

Such cyber attacks can potentially cripple African economies, companies and society, without the 

existence of collaborative and strong defensive cyber mechanisms in place. 

 

Globally, smartphones have been identified as an increasingly attractive target for cyber criminals 

investing in more high-level attacks, as they are effective in stealing personal data or financial 

extortion. In 2014, the growth in new vulnerabilities in mobile software worldwide rose by an 

astonishing 214%. In South Africa alone, 47% of smartphone users experienced mobile cyber crime 

(2013), whilst in Nigeria, more than one in every seven mobile devices is currently infected with 

mobile malware (2016). The constant rise in mobile malware targeting Android systems is a matter 

of concern, considering 89% of the smartphone market share in Africa runs on this platform. The past 

decade saw mobile phone networks and online banking transform the communications arena in 

Africa, allowing the continent to catapult the landline generation of development to settle directly in 

the digital age.  

 

“Africa rising” is the term coined to reflect the new Africa, its expanding middle class and swift 

adoption of mobile technology. With cybercrime increasing at a more rapid rate in Africa than 

anywhere else in the world, experts estimate 80% of personal computers to be infected with viruses 
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and other such malicious software. A vast number of domains have the amalgamation of extremely 

weak networks and information security, leaving the continent prone to cyber-related threats. In 2012, 

the number of targeted cyber attacks in Africa saw a 42% increase; 31% of which were categorised 

as cyber espionage, targeting both large and small businesses, with individual consumers also falling 

prey to viruses and other such cyber threats. In major African cities (Cairo, Johannesburg, Lagos and 

Nairobi) the rate of cyber connected disruptions aided by internet communications doubled between 

2011 and 2014. The CEO of Rwanda Information Society Authority (RISA), Mr. Innocent Muhizi, 

claimed cyber security in Africa to be “…a growing concern for African organisations as technology 

evolves. African economies are not yet ready to avert cyber-threats due to lack of adequate expertise 

to contain these attacks…Urgent action is needed to create [a] safe operating environment for digital 

economies on the continent to thrive”. 

 

Regarding money transfers, Africa is the world leader through mobile phones, with 14% of all 

Africans receiving money through mobile transfer. With the continent being home to some of the 

world’s largest mobile money transfer services – like Kenya’s Mpesa – mobile devices are naturally 

a primary target for cyber crime. The Internet of Things (IoT) is an easily adoptable solution, given 

the continent’s ability to leap-frog infrastructure-reliant communications. For instance, in South 

Africa, smart meters have already been installed as a way of measuring energy usage. Similarly, in 

Rwanda, SIM cards were connected to POS terminals to accommodate credit card payments. 

However, despite the revolutionary nature of IoT solutions in Africai, its main feature of content 

sharing among relevant platforms, data security, privacy and hacking risks are of the utmost concern. 

 

In order for Africa’s growing digitization to reach its full potential in face of skilled cybercriminals, 

policymakers need to implement more effective policies and awareness initiatives. Still, reliable 

threat information relating to cyber crime in the region is required. This lacking information is crucial 

to governments in assessing and managing cyber risks, as well as the need for increased cyber 

expertise. In East Africa, Kenya has the highest number of professionals with 1,400 cyber experts, 

and Tanzania having the lowest number at 250. In most cases, half of them are not trained or receive 

ad hoc training when a cyber incident occurs. The borderless nature of cyber crime means as the 

African economy moves online, along with its citizens and computer systems, the continent’s IT 

infrastructure becomes an enticing target for professional cyber crime. In 2016, African countries lost 

$2bn in cyber attacks, with East African major losses including: Kenya at $171 million and Tanzania 

at $85 million.  

 

How does Africa counter the increasing cyber threat? How do the political, commercial, financial and 

corporate sectors better defend and protect their cyber systems from being breached? The first step is 

https://www.mpesa.in/portal/customer/AboutMpesa.jsp
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to identify the threats, structures, main actors, targets, strengths & weaknesses, and the forums used 

to carry out attacks.  

 

MAIN RESEARCH QUESTIONS: 

1. Identify the major cyber attacks over the last few years 

2. Identify the main sources hackers use to gather intelligence 

3. Identify the main groups and actors countering cyber attacks in Africa 

4. Identify the main actors committing the attacks and holding data regarding cyber 

threats on African targets 

5. Identify the main capabilities used by hackers  

 

I. Major cyber attacks in Africa over the past few years 

Cyber terror 

One of the latest forms of African cyber crime is the link between fundamentalist groups inflicting 

acts of terror and cyber criminals, also known as “hacktivists”. This is a prime example of internet-

based terror attacks in which viruses are used to inflict deliberate or large-scale disruption on 

computer networks. Although the link between terrorism and hacktivists is still obscure, groups like 

Al Shabaab and Boko Haram have used Twitter and other such social networks to confirm their 

attacks and the number of casualties. These terror organisations are methodically consistent with their 

exploitation of the internet, manipulating the web to recruit followers, spread propaganda and source 

funding for on the ground operations. The increasing threat of cyber-terrorism raises the question of 

African governments’ readiness to counter the phenomenon, deter or cripple the cyber-warfare 

capability of terrorists. Such cyber insecurity in Africa creates a breeding ground for cyber-terrorism. 

If undetected and undeterred, cyber-insecurity can greatly regress the progress made in marketing 

East Africa as the continent’s future of technology.  

 

Malicious activity 
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Malicious activity in Africa is comprised of six dominant categories shown below in an overview of 

metrics and percentage impact globally:  

South Africa is the continental leader in spam, with Tunisia providing 14% of Africa’s spam at over 

160 million incident counts. Unsurprisingly, Egypt, Kenya and Nigeria came 3rd, 4th, and 5th in 2016 

African cyber spam attacks; 78+ million, 78+ million and 50+ million incident counts respectively.   

This financially profitable business does not necessitate infrastructural investment, particularly if the 

actors involved make use of spam bots for mass delivery. A few hundred spam bots can send out 

thousands of spam messages on a daily basis.  

Cyber criminals also use encryption as a weapon to hold companies’, governments’ and individuals’ 

sensitive data hostage. Following the release of the EternalBlue vulnerability, a dark net user 

identified an email domain used to conduct crypto-Ransomware and demand bitcoin payment: 

“XXXX@tutanota.com”. With a thriving underground economy, Africa is a permissive environment 

for cyber crime due to its lacking security capabilities. The constant evolution of Ransomware 

introduced the likes of Crypto-Ransomware in 2015, where unauthorised file encryption overtook 

locker-style Ransomware (locking a computer screen); this threat grew 35% that same year. The 

dangerous development of this extremely profitable cyber attack extends past PC users, targeting any 

network connected device that can be held hostage for profit – including smart phones, Macs, Linux 

systems, smart watches and televisions. It employs extremely strong, unbreakable key-based 
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cryptography to hold a victim’s files ransom, encrypting them with a key only the attackers have 

access to. Crypto-Ransomware’s increasing popularity stems from the introduction of EMV payment 

cards (making it harder to profit from exploiting stolen CCs) and the lack of middle men. An attacker 

can buy a Ransomware tool kit underground at a cost effective price (as shown in the examples 

below), target their victims, and leave them with no choice but to pay the requested fee.  

Another extremely similar post was circulated, with more Ransomware at a more competitive price, 

which warranted 5 replies, one of which said “saved me a lot of time thanks”. 
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With the steady decline in locker-style and traditional Ransomware since 2015, crypto-ransomware 

continues to spread, even accounting for the majority of all Ransomware in 2015.  

 

Over the course of 2016, ~1.9 million cyber attack incidents occurred over 378 different attack 

signatures targeting Africa, accounting for 1% of all global attacks. The Generic W32 Mabezat 

Attack saw 31% attacking the African continent, out of a 69% global attack. This was the largest 

cyber attack on Africa in 2016, and over a third of the global impact. Nearly one in three global 

Generic W32.Mabezat Attacks targeted Africa, indicating activity from one of the families of worms. 

W32.Mabezat is a worm that spreads through email, removable drives and network shares protected 

by weak usernames and passwords. It also has the ability to infect executable files and encrypts data 

files, such as PDF, TXT and Microsoft Office files, on the infected system itself. The W32.Mabezat 

worm disseminates through the use of spam emails with malicious attachments. 

In terms of malware, ~2.2 million malware incidents with over 213 different signatures – all 

originating from Africa – appeared over the course of 2016, accounting for 1.5% of global malware. 

The top African malware was W32.SillyFDC.BDP Attack that claimed over a million incidents, 

47% of Africa’s total malware attacks. This worm spreads through network shares and removable 

media by exploiting two vulnerabilities in Microsoft Windows. The worm then downloads other 

malicious files on the compromised computer for further propagation by posing as a DHCP server 

for the network. 85% of the W32.SillyFDC.BDP Attack incidents were carried out from within 

Africa. Over the course of 2016, Africa was also a large source of System Infected: Dark Comet 

RAT Activity (33% of the global malware), which makes use of a remote access tool, and 

https://www.symantec.com/security_response/attacksignatures/detail.jsp?asid=26676
https://www.symantec.com/security_response/attacksignatures/detail.jsp?asid=26676
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Trojan.Cridex Activity (15%), a widespread banking Trojan that may infect the targeted computer 

with a bot program.  

 

Banking  

In 2015, mobile financial threats became one of the top ten main malware programmes aimed at 

money theft in Africa. The continent’s rapid growth in the mobile banking sector has proved to be 

particularly vulnerable to this evolution, with revenues from mobile telephony representing 3.7% of 

African GDP (3x higher than in developed countries). In Senegal, the most significant case is the 

January 2015 incident, in which Jonijoni (Senegalese money transfer site) was hacked into for several 

hours. The 2 Senegalese hackers claimed the attack was intended to draw attention to security matters. 

The Jonijoni website was redirected to a black defaced page. One message said: “Computer security 

is, alas, neglected in our beloved country. Here we are again to remind you of the importance of this 

security. Oh, and: this time, we’ll spare your data”. 

In January 2013, over $4 million was swindled from several Zambian commercial banks in a complex 

ATM cyber scheme. Three foreign criminals recruited and trained Zambians in cyber crime, stealing 

millions from different banks through ATM withdrawals. 200 cybercrime cases were recorded as 

having affected local banks over the following 6 months. Similarly, from July 2015 to March 2016, 

Ugandan government officials and cyber hackers tried to siphon $24 million through the Uganda 

central bank on four separate occasions. The largest budget holders’ accounts were targeted, 

including: Defence, Energy, Agriculture Ministries and the Uganda National Roads Authority. The 

first foiled attempt in July 2015 for $12 million forced the cybercriminals underground. They emerged 

again in December 2015, attempting to steal $2 million and another $2 million the following month. 

Ugandan Government officials were believed to have shared passwords with foreign cybercriminals 

as well as profiling the relevant accounts with huge credits to stage the attack. Possible collusion 

between host banks and the cybercriminals is presumed, considering the transactions originated from 

the Ministry of Finance and were processed through the Bank of Uganda to be wired to fictitious 

companies in Hong Kong or the UAE. The question arises in how imaginary entities were able to 

hold accounts in the first place. The attack on the Bank of Uganda accounts came 3 years after a 

government instituted financial integrity scheme, following a 2012 scandal in which technocrats in 

the Prime Minister’s office stole over $15 million development partners had pooled to rebuild war-

scarred north Uganda.  

 

Social media 

Social media remains a preferred target for scammers as they leverage the public’s trust of their own 

social circles to spread scams, falsified links and phishing. With social media fast becoming a daily 

part of African life, the 120 million people in Africa on Facebook – over 80% via their mobiles (2015) 
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– renders the threat more harrowing. In 2016 ~9% of the continent used social media, and is 

exponentially growing each year. Sophisticated social engineering is used to bypass two-factor 

authentication systems designed purely to protect social media users. Social engineering is the 

acquisition of information via fraudulent means, to obtain a product or service under false pretence. 

Instagram discovered it was done by going through a legitimate password-reset process and posing 

as Google through SMS, thus exploiting the brand to gain access to email accounts without raising 

any suspicions.  

 

BEC 

Business Email Compromise (BEC ii) scams are particularly successful in Africa, with over 400 

companies targeted worldwide on a daily basis. BEC evolved from the infamous Nigerian “419” scam 

to target businesses, using a 

Man-in-the-Middle (MITM) 

ploy to con victims into 

sending wire transfers. Acting 

as the MITM between the 

seller and buyer in existing 

business transactions, the 

cybercriminal uses his control 

of the seller’s account to passively monitor transactions. At the time of payment detail exchange, the 

criminal intercepts the seller’s email, changing the destination bank account for the buyer’s payment. 

This differs from BES (Business Email Spoofing) activities as BEC activity is extremely devious and 

harder to detect. Between 2013 to 2016, BEC scams have claimed at least $3 billion and over 22,000 

victims globally. Symantec examined a database of email addresses used by the scammers and 

discovered the majority 46% had Nigerian IP addresses. These scams are low-tech financial fraud 

(for approximately $30, a large quantity of emails can be sent containing malicious attachments) in 

which falsified emails from CEOs are sent to financial staff, requesting large money transfers. With 

little expertise or skill required, the financial pay outs for such criminal activity is high, and therefore 

an attractive attack for African cyber criminals.  

Small to medium sized businesses (38%) are most targeted, followed by the financial sector (14%). 

As businesses are at the forefront of BEC scams, the majority of emails are sent on weekdays between 

7am-11am, and 2pm-6pm. Scammers are aware most businesses would expect emails during these 

conventional hours, are likely to be most active during a typical work day, and most importantly, 

financial transactions are usually only cleared on weekdays. Scammers privilege simplicity, 

composing most emails with single-word subject lines: “request”, “payment”, “urgent”, “transfer”, 
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“enquiry”. These are not only less likely to arouse suspicion, but harder to filter due to their harmless 

and seemingly innocent nature. To mitigate BEC, antivirus vendors could impede cybercriminals’ 

activity by rapidly detecting emerging malware packed by crypter programs; the more time 

perpetrators spend trying to find a fully undetectable crypter, is time they could be stealing money 

from victims. Internet security companies such as Trend Micro, ThreatConnect, Palo Alto and 

FireEye detail the evolutionary rise of this largely African-based threat. 

The ease of conducting BEC attacks can be seen in the example below: 

 

 

Data breach 

Once sensitive data has been breached through weak passwords and cyber insecurities, perpetrators 

usually use it to carry out ransom attacks or identity theft. Oftentimes breached databases are a trading 

asset for cyber criminals on the Dark Net, with accounts created for the sole purpose of facilitating 

such trade. An example can be seen in the Omnichorus account that sorts database requests, 

https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-piercing-hawkeye.pdf
https://www.threatconnect.com/adversary-intelligence-behind-the-keyboard/
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/research/419evolution
https://www2.fireeye.com/rs/848-DID-242/images/rpt_nigerian-scammers.pdf
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providing a detailed checklist of what information to have before placing a request, and an example 

of such, as shown below: 

 

 

 

Omnichorus provides a link to RaidForum’s database base trading website 

(https://raidforums.com/Thread-Database-Trading-Buying-Selling), where further instructions are 

given: 

 

https://raidforums.com/Thread-Database-Trading-Buying-Selling)
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Template: 

 

II. Main sources hackers use to gather intelligence 

Through data collection on the Dark Net, it became apparent that this platform is a main source used 

by hackers to gather intelligence, share practices and provide updates and tips about new 

vulnerabilities. Examples of key node actors who facilitate criminal activity on the web are shown 

below, both in isolation and in relation to cybercriminal networks.  

 

LEAK NINJA 

Many websites and forums give hackers an opportunity to exchange cyber attack methods, such as 

Leak Ninja; a forum dedicated to sharing and selling leaked data, whole data bases, or single stolen 

email accounts and credentials.  

 

Such forums are often accessed through the Dark Net. This particular forum has been active since 

2016 and has over 130,000 posts thus far. The official site seems to have either been hacked (by 

CRACKED) or infiltrated by authorities and renamed Bitshacking. Leak Ninja provides various bank 

http://www.bitshacking.com/forum/announcements/155167-leakninja-com-biggest-community-hackers-dumps-leak-forum.html
https://leakninja.com/index.php
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statement templates, with instructions like “you can edit this template using Photoshop software and 

put any name, address, license, birth date, height, weight, expiry date etc.”; inciting bank fraud 

through forged documents. The top actor to use this site is shown below, alongside his social network 

within the forum. 

 

DEVIL 

This user is very active on the Leak 

Ninja forum, over 75% of his posts 

relate to account & database leaks, and 

13% are about hack forums. As seen 

from the direct links in his social 

network, he seems to be a key supplier, 

providing hacking tips for account 

infiltration. Certain posts detail ‘dos & 

donts’ regarding Apple and Verified 

PayPal Logins. His profile shows high 

activity on 16 January 2017, where he 

tried to exchange credit cards for 

bitcoin and cash, which could potentially link him to a major US cyber attack at the time. Hackers 

are attracted by any web-resource where large amounts of money exchange hands, which makes 

Steam vulnerable to 77,000 hijacked user accounts on a monthly basis. The Steam Community is like 

any other social network, allowing users to interact with strangers, instant message, and trade in-game 

assets. Steam-based cybercriminals privilege phishing attacks and a malware called Steam Stealers. 

Steam is about games, and the games you purchase are tied to your profile, making it more valuable. 

The malware is cheap, selling as low as $3, and easy to use, making Steam Stealers attractive to 

amateur cyber criminals. Fake “Steam Login” software is another popular malware type, and most 

likely used by Devil.  

 

Nigerian name 
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CARDING MAFIA 

This fraud and carding forum on the Dark Net contains a market and VIP section for exclusive 

members. Its categories in order include: adult zone, accounts & email leads (18%), market place 

(14%), public carding zone (11%), HQ, hacking zone, forum and steam games. This website affords 

users the opportunity to become staff members after a 1-week trial as moderators. CardingMafia is 

a closed forum that connects buyers & sellers, service providers & recipients, and general hackers 

looking for a specific trade as seen in the example below: 

Many hackers share their best practices on the Dark Net, facilitating the dissemination of cyber threats 

worldwide, like Hãçkêrs_Ünite™, who specialises in keyloggers amongst other cyber attacks like 

MITM. As he has only recently created a profile on Telegram (active as of 2018), it is difficult to say 

how effective his posts have been in facilitating cyber attacks. Irrespective of this fact, the potential 

damage is lethal, as seen in the volume of detailed DIY cyber attacks posted on his profile below: 

Service providers 

Recipient 

http://cardmafia.cc/
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It is therefore evident the Dark Net hosts forums on which aspiring cybercriminals trade secrets and 

receive answers to cyber attack related questions: 
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Forum_hiddenanswers 
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In the example above, not only does the user Frank describe the keyloggers, he also provides the 

prices, links and feedback on what each one’s pros and cons are, with an overall rating out of 10. This 

shows the camaraderie amongst cyber actors, especially when conversing on a covert platform like 

the Dark Net.  

 

III. Relevant sources containing data regarding cyber threats in Africa 

With few regional collaborative efforts to fight cyber crime, most actors dealing with the issue in 

Africa are country specific. Serianu Limited is a Kenyan IT services and business consulting firm, 

enabling organisations to extract valuable data from critically analysed business information. The 

Serianu Cyber Threat Intelligence Team has produced 2 security reports; the first (2012) focused 

on understanding the state of cyber security in Kenya’s industries in order to make informed risk 

management decisions, whereas the most recent (2016) focuses on the African continent at large.  

Continentally, AfricaCERT is a global coordinator relating to cyber issues within the African 

Internet Ecosystem (AIE). AfricaCERT is a collaborative platform enabling Computer Security 

Incident Response Teams and similar organisations to effectively respond to security incidents. As a 

global connector, these response teams are connected to government, commercial and educational 

organisations, with the aim of promoting information sharing between AfricaCERT members and the 

security community. The African Union (AU) created a Convention on Cybersecurity and personal 

data protection, adopted in 2014, to address the legislative challenges posed by crime committed on 

ICT networks, in a regional and continental manner. Also known as the Malabo Convention, the 

convention seeks to establish a Legal Framework for Cyber-security and Personal Data Protection, 

by setting broad guidelines to incriminate and repress cyber-related criminal issues.  

Regionally, AfricaHackOn is East Africa’s cyber security hub, founded by Dr. Bright Mawudor in 

2013, a Ghanaian cybersecurity expert. The organisation describes itself as “proactive security” – 

which is better than reactive security – as it unites the best regional security experts through live 

presentations, engaging discussions and hands-on demonstrations. As East Africa’s “premier 

technical computer security collective”, AfricaHackOn is a specialist in defensive and offensive 

security, and the theoretical aspect of cyber security. The company covers an array of cyber issues, 

including: customer support, cloud security, network security, mobile security, website security, 

social engineering (to evade hacker scams), incident responses, penetration tests and more. 

http://www.serianu.com/
https://www.africacert.org/home/
https://africahackon.com/
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AfricaHackOn entered Dark Web conversation, as a forewarning to cyber criminals of the extent of 

their capabilities, as shown below (translation in red boxes): 

When discussing international cooperation, European investment is paramount, with the EU funding 

over 90% of the 8-million-euro action for Policy and Regulation Initiative for Digital Africa 

(PRIDA). The programme falls under the United Nations 2030 Agenda for Sustainable Development, 

aiming to create “a more harmonised and enabling legal and regulatory framework for the use of ICT 

for 

social and economic development, with an emphasis on boosting the spectrum market across Africa”. 

In the private sector, organisations such as Check Point Software Technologies have worldwide 

capabilities; SandBlast Zero-Day Protection, Mobile Threat Prevention software and ThreatCloud 

map & database are extremely useful in cooperative counter threat methods. This is especially useful 

for African consumers as the problem of zero-day vulnerabilities is compounded by the continent’s 

use of outdated or unlicensed software. Check Point’s ThreatCloud intelligence is the largest 

collaborative network to fight cybercrime, delivering threat data and attack trends from a global 

network of threat sensors. The database stores over 250 million addresses analysed for bot discovery, 

Does this mean that how VPNs work is 

a government top secret? [sarcastic] 

Or how ips are tracked is a 

government secret? 

Officer cotton [pejorative insult] stop lying and 

giving threats that aren’t worth 2 cents 

https://www.checkpoint.com/
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over 11 million malware signatures and over 5.5 million infected websites, identifying millions of 

malware types on a daily basis.  

 

IV. Main actors committing the attacks and holding data regarding cyber 

threats on African targets 

African Governments’ weak cyber infrastructure is a conduit for cyber crime. Many criminals 

capitalise on vulnerabilities found in Governmental websites to further their personal, political or 

criminal agendas. Opportunists often take advantage of lacking existing protocol, legal framework 

and huge gaps of insecurity in cyber activity. This includes anti-Government vigilantes and internet 

groups of African militants, who try to expose a regime’s corruption by pointing out flaws, oversights, 

or inaction in the cyber realm, and defend various causes like children’s rights’ violations. In West 

Africa particularly, cybercriminals are not concerned with investing huge resources into developing 

complex malware, persistence techniques or exploit code, their focus is ‘justice’ and/or money. In the 

former’s case, Hacktivist groups best fit this profile, most prolifically is the African branch of the 

cyber criminal group Anonymous, comprised of African born members. The group claim to operate 

globally, responding to calls for help, adding that “there is a lot of corruption [but people] don’t pay 

attention to Africa”. Nigeria as a hub for cyber crime also has an array of Hacktivist groups, like 

Naija Hackers and the Nigerian Cyber Army. Such groups focus on socio-political issues within 

the region, carrying out attacks against their local governments and some Nigerian banks. It is also 

worth noting that some cyber ‘geniuses’ are simply looking for infamy, recognition and notoriety for 

their skills.  
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Two prolific Nigerian cyber criminals who launched independent campaigns using HawkEye were 

followed and analysed as part of a 2015 Trend Micro Case Study, “Uche” and “Okiki”: 

Both perpetrators forged a history in malicious underground trade, possessing different levels of 

technical knowledge and meticulous MOs, taking the basic HawkEye malware’s capabilities to an 

entirely new level. Their undoing was ironically through the malware itself as they failed to foresee 

how HawkEye would reveal their whereabouts as it infected the machines they were using at the time. 

Uche and Okiki are experts of digital “long cons”, investing considerable amounts of time to ensure 

huge returns. Such cons are difficult to track because the initial component (trust) is not inherently 

malicious. Once a personal connection with the victim has been established, the infection is then 

delayed or staggered over a period of time, successfully evading any detection systems in place.  

UCHE 

Considered to be the more adept criminal in handling underground transactions and initiating attacks, 

he is well-connected and in constant communication with several associates in Nigeria and Malaysia. 

Uche can be seen as an agile agent of malicious attacks due to his research into advantages and 

disadvantages of fast rising tools like macro malware. He is also well versed with the typical social 

engineering schemes that work to exploit networks’ human errors. Uche has the formula of a usual 

Nigerian scammer’s social engineering trap, complete with: an invoice, a payment/order themed 

email, a keylogger attachment as an executable or zip file, and an email source – pretending to be 
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from a legitimate business contact. As an experienced cybercriminal, Uche ensures his social 

engineering baits evade anti-malware detection by employing crypters or programs that disguise 

malicious files. Using encryptors like DataScrambler (priced at $25-$60 in underground markets) 

and Cyberseal (priced at $40 for 3-month license, $85 for lifetime license), files become “Fully 

UnDetectable” (FUD). Through Uche’s Skype contacts, his contact with Cyberseal was uncovered 

as Cyberseal’s Skype account featured in recovered logs in his machine. His due diligence requires 

him to verify which anti-malware program can discover the malware using counter AV services, 

specifically: Scan4You, RazorScanner, and NoDistribute.  

Macro malware is another insurance policy used by cybercriminals, guaranteeing the malware is 

installed in the target system. Uche logged into over 1,000 stolen webmail accounts, allowing him 

access to everything within the victim’s inbox, opening a long list of possibilities for other types of 

attacks. He created 229 email addresses for his social engineering emails, 227 of which used Google, 

Yahoo, Yandex, Live or Mail.ru free services. To add a layer of credibility, cybercriminals like Uche 

register domains or create email addresses closely related to the industry or country they are targeting.  

An example of a social engineering email sent by Uche to his victims: 

 
 

OKIKI 

Despite being less sophisticated in terms of tools used – passing the burden to established 

underground services – Okiki’s strength lies in his sharpness for social lures, by spending sufficient 

http://cyber-seal.org/
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time priming his victims through long game social engineering campaigns. Like Uche, he uses traps 

typical to a Nigerian scammers’ manual, such as the misuse of impending public holidays to trick the 

target into opening their email. Considering the rush period businesses are subjected to when 

approaching public holidays, scammers raise the urgency of the message, knowing overloaded staff 

are more susceptible to lowering their guards and falling for social engineering tactics. He also takes 

advantage of crypters to trick more victims into downloading malware; instead of running it himself, 

he delegates someone to do so for him. This is evidence of the added lengths of precaution taken to 

hide his identity, also seen through mailbox relays to redirect his emails. Okiki regularly uses the long 

con technique to lure in victims, beginning the social engineering through a simple inquiry, without 

any malware. Posing as a legitimate business, he engages in a back and forth email exchange to give 

the target the impression that they are working on a business transaction, planting the keylogger only 

when the time is right.  

 

V. Main capabilities used by hackers 

Pirated software 

A SciDevNet study revealed over 450 million internet users in Africa (December 2017), showing a 

growth of 9,941% from 2000 to 2018 and a penetration rate of 35.2%. The high ratio of internet 

connection is accompanied by a high rate of software piracy, especially among African countries. 

Cybercriminals often use infected machines fed by the proliferation of pirated software. In 2013, a 

Microsoft commissioned IDC (International Data Corporation) study showed 33% of worldwide 

software was counterfeit, costing $114 billion on the global scale. African countries with most 

infected IT infrastructure are: Libya (98%), Zimbabwe (92%), Algeria (84%), Cameroon (83%), 

Nigeria (82%), Ivory Coast (81%), Kenya and Senegal (78%). In 2011 it was estimated that the 

proportion of pirated software in the whole of Africa and the Middle East was 58%. Microsoft 

estimates 78% of pirated software in the Kenyan market alone, translating to a commercial value of 

~$120 million. Cyber security experts attribute Kenya’s hacking vulnerability to the use of outdated 

operating systems like Windows XP, open source software Joomla, Apache and MySQL, whose 

security codes are available online for free, as well as pirated software, which has been costing 

software manufactures like Microsoft millions a year. Pirated software ends mostly on African 

markets due to the high cost of purchasing original versions. In fact, one of the major drivers behind 

increased cyber crime in Africa could be the widespread use of outdated or unlicensed software 

programs. Business Software Alliance’s annual Global Software Survey reported ~57% of African 

and Middle Eastern software to be unlicensed. In 2016, almost a quarter of African users operated on 

the Microsoft Windows XP system; first released in 2001 and whose software patches were 
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discontinued in 2014. In most francophone African countries, new computers are offered in 2 options: 

without an operating system, or with pirated operating systems. The counterfeit programs are then 

subject to modifications in their codes and Trojans exposing most machines to the activities of 

cybercrime networks. 3 African countries feature among the world’s top 20 with the highest ratio of 

computers infected by malware: Somalia (6th), Algeria (14th) and Rwanda (16th). It is estimated that 

80% of all personal computers on the continent are infected with viruses and other malicious software. 

Social engineering & keyloggers 

In the case of malware, when used by Nigerian OCGs skilled in social engineering, they tend to 

privilege popular commodity tools such as the HawkEye keylogger and DarkComet remote access 

tool. HawkEye is an innovative information-stealing malware, which retrieves system information 

and user credentials to send captured information to its user. This off-the-shelf crimeware has close 

ties to Predator Pain and Limitless – other keyloggersiii used in SMB targeted campaigns in 2014. 

The keylogger can be bought for a mere $35 at this website, with bootleg versions available for free 

through the Dark Net. Most victims targeted by HawkEye are companies from developing countries, 

especially small businesses, which are prone to simple attacks as a result of lacking resources to 

establish heightened security. When properly harnessed, it not only has technical capabilities, but also 

the capacity to exploit flawed processes, personnel and infrastructure within target organisations. 

With the 2015 comeback of macro malware, it’s probable cybercriminals will harness this tool to 

widen their reach and distribution, infecting more systems with other malwares. The vast majority of 

HawkEye keyloggers are encrypted with .NET protectors, concealing the threat and evading 

signature-based anti-malware product detections. HawkEye collects system information (computer 

name, installed antivirus & firewall products, internal & external IP addresses and OS) to send to the 

cybercriminal, in order to notify them that the program was successfully executed on the targeted 

systems. NirSoft applications such as Mail PassView and WebBrowserPassView are then executed 

to recover passwords from email clients and Web browsers.  

An example of HawkEye for sale on the Dark Web with a summary of its benefits: 

https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-piercing-hawkeye.pdf
http://ww1.hawkeyeproducts.com/
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HawkEye can have devastating impacts on its targets when cybercriminals use the stolen information 

gathered from the keylogger to launch more scams, making for a more focused type of attack. Usually, 

companies targeted by these cybercriminals are often related to one another, and can either be located 

in the same region, conduct business with one another and/or belong to similar industries. It is 

assumed the expansion of targets takes place when cybercriminals target a company, then use the 

information found in compromised email accounts to conduct further attacks based on 

correspondences between colleagues, customers, suppliers and other companiesiv. HawkEye uses 

three ways to send out stolen information: email (SMTP), file transfer (FTP) and Web panel (PHP). 

Mailbox relays are also used, whereby the perpetrator creates an email account to embed in the 

HawkEye binary, then uses that account to forward all stolen information into another account 

controlled by the criminal – thus creating an additional protective buffer to hide the cybercriminal’s 

identity. African cyberterrorists also use their own channels of communication, like the TOR network. 

This helps anonymise their connections, with video games and chatrooms allowing for undetected 

conversations.  
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The attraction of such relatively straightforward keyloggers, like HawkEye or Pain Predator, is their 

ability to cater to all levels of technical expertise, meaning cybercriminals do not need to be highly 

technical to operate them; all that is needed is a clear plan of attack for each victim, by knowing 

which weaknesses to attack and the relevant tools to hand. Prime targets are seen in SMBs worldwide, 

whose subjection to long game tactics via keyloggers is extremely likely. 
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Examples of keyloggers sold on the Dark Net (above and  below): 

 

 

Wire-wire 

With the “Nigerian prince” and “419”v scams plaguing victims since the 1990s, most variations for 

such cyber scams can be traced back to Nigeria. The new generation of Yahoo Boys features many 

West African cyber actors, whose practice has been dubbed Wire Wirevi. This and other such 

associated terms refers to the evolution of low-level con games into more sophisticated, conventional 

cybercrime, which compromises businesses around the world. With no minimal criteria for these 

businesses, they range in size and industries, from machinery manufacturers to countertop material 

manufacturers and chemical companies. These new and improved West African cybercriminals use 

spearphishing and malware to gain direct access to organisations’ computers, thus enabling the theft 

of large sums of money, unbeknownst to the victim. However, not all wire-wire attackers are skilled, 

with many struggling to understand how their malware operates and how it’s detected by antivirus 

software. Facebook serves as an open source for wire-wire scam communications, with numerous 

groups and users operating overtly. They advertise their services and even offer training courses about 

the threat to aspiring cybercriminals.  

SIM box  

As much of Africa’s recent economic growth is attributed to the use of telecommunications services, 

the continent is a major hub for fraud against mobile network operators and telecommunications. At 

a period when African operators are trying to invest in new infrastructure, such threats could hinder 

the evolution of the continent’s mobile telephony, through no fault of the operators.  

SIM Box fraud and OTT (Over-The-Top player) Hijack are two major attacks on African mobile 

operators affecting the dynamic telecom market. Africa loses up to ~$150 million a year to 

interconnection frauds, affecting both telecom revenues and government taxes. In Côte d’Ivoire, SIM 

Box fraud cost almost 926 million CFA francs ($1.7 million). Reports show that in 2016, SIM Box 
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fraud accumulated 12-15 million minutes’ worth of revenue to the Kenyan government and operators, 

and ~$5.8 million to the Ghanaian government in stolen taxes alone. As a result, the Ghanaian 

government declared SIM Boxes illegal, making several arrests in this regard. Former Sierra Leonean 

President Koroma said of these African fraudsters: “All they need is a SIM Box that can store up to 

800 SIM cards, target networks offering cheapest rates and free offers, and a small office in town, to 

offer these services. The operators are forced to incur unnecessary expenses in buying software, 

software licenses, and basically, purchasing a whole application to detect and block those illegal call 

terminations.” 

With mobile subscriber growth in Africa driven by low call prices and the availability of cheaper 

handsets, OTT provider competition stirred additional pricing pressure on telcoms, forcing them to 

design new bundles that include data, voice and SMS. These bundles bring lower revenue per-minute 

for 

operators, compared to traditional services. Google trends show the popularity of SIM Box fraud as 

a searched term in Ghana between 2016 and 2017: 

Cyber criminals using SIM boxes capitalise on Africa’s cost-effective bundle situation to bypass the 

formal call termination systems that gather higher tariffs to telcoms. This is how SIM Box fraud 

garnered the nickname Bypass fraud, as fraudsters exploit the difference between international and 

local call rates, costing operators substantial losses in revenue. Calls routed through the IP networks 

are ended using local SIM gateways, compromising the formal interconnection networks. With 

African countries known to have higher interconnection tariffs than other regions, the prevalence of 

such cyber fraud on the continent is logical. The cyber criminals purchase thousands of local SIM 

cards and insert them into a GSM Gateway or SIM Box device, which is then connected to the 

internet. The availability of SIM Boxes on the open market – including popular e-commerce platforms 

– for approximately $1000 per unit, broadens accessibility to the masses. As SIM Boxes can operate 

with several GSM gateways worldwide, the availability of cheap SIM cards and the unregulated sale 

Interest over time in Ghana 
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of prepaid SIMs have popularised the fraudulent trend. Cyber criminals input demands for continuous 

provision of SIM cards or act as vendors on the dark web, as seen in the examples below: 

These cyber criminals began ending calls for each country outside their borders, posing a significant 

cost to regional mobile operator revenues. The specific use of cross-border tariffs offering East 

Africans the same calling costs across several countries (Kenya, South Sudan, Uganda and Rwanda) 

brought this type of attack to the forefront in early 2017.  

In Sierra Leone, SIM Box fraud is hugely popular, becoming a major source of illegal income, much 

to the financial detriment of the government, mobile companies, and the economy. In January 2014, 

3 Afcom Officials were arrested (Ayoub Sulaiman; acting MD, Kizoto Kalokoh; Network Manager, 

and Chinedu Nwaefuna; Chief Technical Officer) for illegally terminating international calls and 

bypassing the international gateway. Afcom CEO and founder Adel Sulaiman is a Sudanese-

American citizen, who served in the US army and is familiar with cyber scams. He previously joined 

Mobitel, where his fraudulent activities caused the premature collapse of the mobile phone company, 

and later worked at the Sierra Leone National Telecommunication Company, where he was reported 

to having negatively contributed to the country’s national treasure. Sulaiman’s VIP friendship circles 

(like World Bank Country Manager in Sierra Leone, Francis Ato-Brown) abetted the uninterrupted 

existence of his scams over time, with previous Administrations unable to curb his activity. He 

registered Afcom as one of the country’s Internet Service Provider companies (ISP) – despite not 

paying his bills, taxes and refusing to pay Government stipulated fees. Afcom is thus an ISP for 

several important local institutions, including the State House and the President’s official residence. 

http://www.afcom.sl/page-team.html
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In July 2016, former Social Welfare Minister Blyden filed a criminal conspiracy case against Afcom 

and the Ministry of Social Welfare for fraudulent cyber activity and misappropriated donor funds. 

She cited Sulaiman as a foreigner closely associated with senior government officials, “Afcom has 

the ability to manipulate its way through our government and get away with outrageous acts of 

criminality…they were recently caught in SIMBox fraud and they wriggled out of it”. Blyden’s 

exposure of Afcom’s criminal attempt to defraud Government contained over 200 pages of evidence, 

yet Sulaiman was never arrested. Several arrests have produced few successful prosecutions in Sierra 

Leone; most suspects on trial are either discharged due to insufficient evidence, or freed on bail, 

which concludes the trial. This echoes the CEO of Ghana Chamber of Telecommunications, Kwaku 

Sayki Addo, who commended arresting SIM Box criminals, but suggested prosecuting them would 

deter others wishing to enter into the fraudulent activity.  

The growing sophistication surrounding SIM Box technologies has increased the difficulties in fraud 

detection through traditional methods. For instance, Call Detail Record (CDR) analysis has been 

rendered ineffective as a result of latency and false positives. Recent developments around machine 

learning and Test Call Group (TCG) analysis have privileged the growth of an integrated solution 

that assists telcoms in cost effectively countering the fraud; this approach builds the capabilities of 

traditional models whilst integrating the advancements in AI and self-learning rules. The future of 

preventing SIM Box fraud must therefore feature cognitive analytic capabilities. US company Sevis 

Systems is one of many to identify the cyber fraud and offer SIM Box fraud tracking services to 

mobile operators. As a result, American mobile companies do not incur expenses whilst actively 

monitoring SIM Box fraud, but pay a subscription fee to such services. Similarly, back in 2012 Airtel 

Ghana introduced the short code “919” for customers to report SIM Box fraud. 

OTT hijack 

Anti-fraud provider Revector released statistics of over 16 African operators with revenue losses of 

50%+ in termination revenues due to Over-The-Top Hijack (OTT). OTT apps like Viber and 

WhatsApp actively push the ability to axe calls, selling this service on the open market and directly 

to certain operators in different countries, therefore enticing roaming customers to use such bypass 

activities. For instance, Skype recently began offering free calls to devices in the US and Canada 

from India. This new threat means an international call is received as an in-app call on a voice or 

messaging app, rather than a standard international phone call. The vulnerability is buried within the 

T&C’s of many OTT apps that provide the option to deliver normal calls as OTT calls when possible. 

The rapid evolution of such trends show the rate at which OTT fraud is growing, and necessitates 

immediate action from telcoms to protect their revenue streams. The cunning short term profiteering 

of OTT apps convinces recipients to calls that more people are using the apps, in addition to hackers 

http://www.thesierraleonetelegraph.com/13152/
http://www.sevis.com/
http://www.sevis.com/
https://www.revector.com/
https://www.skype.com/en/offers/free-calls-from-india/
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being able to keep the termination revenue; the call is delivered through the network’s data they 

hijacked the revenue from. Sustained revenue losses will eventually lead to a lack of investment in 

mobile networks, which will lessen the quality for all: the OTT provider and mobile user specifically. 

OTT Hijacks damage revenue and reputation, with over 50% of operators reporting a rise in customer 

complaints (2016-2017), ~90% of which were call quality related issues.  

Revector founder and CEO Andy Gent, claimed over 80% of African mobile network operators fell 

victim to SIM Box fraud between 2016-2017, and three quarters to OTT hijack. On average, 20% of 

termination revenues were lost to the latter, with some operators losing more than 70%. Less money 

for networks means a slower release of network upgrades, which negatively impacts a country’s 

growth rate. The disjointed global approach in managing telcom fraud makes it harder for operators 

to develop a unified strategy to combat such cyber crimes; IP interconnection services are legal in 

some countries, yet banned in others for regulatory issues.  

 

Summary and conclusions: 

The African continent is particularly vulnerable to cyber threats as a result of constant connectivity 

from cheaper and faster Internet, with an increasing number of “new” internet users that are not cyber-

security aware. While certain African countries have accepted this risk and launched national cyber 

security policies, most are still lagging behind due to the invisible nature of the threat. African 

countries need to identify and mitigate their unique cyber security vulnerabilities and threats through 

joint initiatives and sharing of best practices, while developing skilled resources through training 

programs in collaboration with local and international players. Cyber 

security awareness must be thus generated at political, business, 

policing, education and societal levels.  

Three sectors have been identified as high risk in Africa for cyber attacks: 

The Finance, Government and Telecommunications Sector. Internationally, 

a governmental priority is to secure its country against cyber-attacks. 

However, African governmental systems and databases are often the most 

targeted entities for cyber-crime, presenting as easy targets through poor 

policy and inadequate management. The finance sector is largely at risk due 

to the huge shortage of risk mitigation skills, insufficient protection and 

control of devices on the network infrastructure, which leads to an increase 

in malware attacks. Again, the lack of security skills in assessment, 

appropriate training and awareness teamed with the lack of inventory of 

authorised and unauthorised devices or software renders the financial sector 

The cost of cybercrime in 

Africa: breakdown per 

industry 



 

 33 

a prime target for cyber crime in Africa. The telecommunications sector’s main vulnerability is 

inadequate application software security, with ineffective policies allowing for accidental or 

intentional breaches from insiders. Poor corporate attitude teamed with lacking capabilities and 

understanding serve to further exacerbate an existing problem. Other vulnerabilities include: 

insufficient control of administrative privileges, account monitoring and control, configurations for 

hardware/software on laptops, workstations and servers, incident response capabilities and 

management and governance support.  

Domestic solutions have been rendered inadequate, largely due to the borderless nature of cyberspace 

and therefore cybercrime; most computer systems can easily be accessed from any remote location 

in the world. Cybercrime continues to thrive on the African continent because of the public’s lack of 

IT knowledge and the absence of enough suitable legal frameworks to counter the phenomenon at 

national and regional levels. The combination of legal, financial and technical assistance on an 

international level to combat cyber crime is an urgent necessity. Locally, African countries need to 

create and impose strict penalties on cyber criminals operating both from and within their country 

borders. Nigeria is thus far spearheading the legislative and criminal fight against cybercrime, 

through: appropriate legislation, harmonised legal frameworks, cyber café regulation, and regional 

partnerships. Nevertheless, much more remains to be done, such as educating the public about the 

threats cyber crime poses, especially considering ignorance is one of the main reasons behind 

Africans falling victim to cyber crime. Other countries must follow Nigeria’s example and invest in 

combatting cybercrime by: improving computer forensic capabilities, introducing specialised law 

enforcement and training skills, entering multilateral agreements with international and regional 

countries to combat internet crime, and initiating support and training within government (with the 

help of the private sector and international organisations).  

Africa accounting for 10% of global cyber incidents proves the exponential growth in cyber risks 

associated with the expanding use of ICT and increased access to the internet for service deliveries. 

Investment in research would directly facilitate closing the gap between the general lack of 

knowledge and information on cybersecurity matters in Africa. Once such material is made readily 

available and accessible through databanks and platforms, discovered outputs will serve as important 

lessons for others; tools, techniques, best practices and such. It is important to note that while 

legislative tools and legal conventions are a prerequisite towards fighting cyber crime, they are 

rendered inept in isolation. The African continent must therefore develop a global and harmonised 

approach on essential cybersecurity issues and promote the creation of a secure and resilient cyber 

environment. The creation and development of more regional CERTs and CIRTs would go a long 

way in encouraging information exchange between countries in addition to infrastructure and services 



 

 34 

development. For instance, national network infrastructures connecting government, industries and 

the research community and/or dedicated call centres for reporting cybercrime should be considered. 

Finally, the promotion of international and national dialogues amongst African cyber security actors 

and key stakeholders is indispensable in the aim of coordinating all initiatives related to cybersecurity 

and countering the ever expanding phenomenon of cyber attacks against African targets. 
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ABOUT THE ICT  

 

Founded in 1996, the International Institute for Counter-Terrorism (ICT) is 

one of the leading academic institutes for counter-terrorism in the world, 

facilitating international cooperation in the global struggle against 

terrorism. ICT is an independent think tank providing expertise in 

terrorism, counter-terrorism, homeland security, threat vulnerability and 

risk assessment, intelligence analysis and national security and defense 

policy.  

ICT is a non-profit organization located at the 

Interdisciplinary Center (IDC), Herzliya, Israel which 

relies exclusively on private donations and revenue 

from events, projects and programs.  

      DESK-CYBER ICT ABOUT  

 

The Cyber Desk Review is a periodic report and analysis 

that addresses two main subjects: cyber-terrorism 

(offensive, defensive, and the media, and the main topics of 

jihadist discourse) and cyber-crime, whenever and 

wherever it is linked to jihad (funding, methods of attack). 

The Cyber Desk Review addresses the growing significance that cyberspace 

plays as a battlefield in current and future conflicts, as shown in the recent 

increase in cyber-attacks on political targets, crucial infrastructure, and the Web 

sites of commercial corporations 
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APPENDIX 

i For instance, IoT tech. is being used in eastern and central Africa to protect endangered Black 

Rhinoceroses from poachers. The technology features an RFID chip, which is embedded into the 

Rhino’s horn, and an ankle monitor to locate the animal, as well as an alert should the horn be 

removed from the animal. The IoT tech. can even be used to monitor the Rhino’s vitals. 

 
ii  The infographic below explains how such a Gmail scam works: 

 

 
iii Former keyloggers used as weapons of choice before HawkEye include: Syndicate and Galaxy.  

 
iv A visual representation of the process in scouting for more targets: 
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v Nigeria’s most notorious cyber fraud is the ‘419 scam’, a phishing scheme in which an email 

deemed ‘confidential’ from a prominent Nigerian needing assistance to transfer ‘ill-gotten funds’ 

offshore, is seen as legitimate. The recipient is then encouraged to send sensitive information to the 

author (bank details) as well as payment instalments for reasons such as: tax payments, government 

official bribes and legal fees, with promises of reimbursement once the funds have left Nigeria. Once 

the victim realises the loss without gain and stops sending money, the perpetrator then uses their 

personal information for impersonation, to further drain the victim’s bank account. 

 
vi Yahoo Boys are a distinct type of West African cyber criminal, also known as “Yahoo-Yahoo 

boys”, “Yahoo boiz” or “G-boys”. They refer to their trade as either “yahoo yahoo” or “G-work”. 

The new and improved con man fraud is replaced by the terms: “wire-wire”, “waya-waya”, or “the 

new G-work”.  

 


